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EXECUTIVE SUMMARY

The Automated Message Handling System (AMHS), a Department of Defense
Intelligence information System (DODIIS) intelligence mission application, provides
message- and text-handling services. AMHS receives and disseminates incoming
messages: processes messages: archives messages in its database; searches and
retrieves messages from its database: and generates and transmits messages.

To perform its mission. AMHS V2.3.6 receives and disseminates formatted
messages via Defense Message System (DMS) Transition Hub (DTH) (over Automated
Digital Network (AUTODIN)), DODIIS AUTODIN Bypass System (DABS) (over the Joint
Woridwide Intelligence Communications Network), Local Area Networks, and the
SECRET Internet Protocol Router Network. It interoperates with other message-handling
systems, such as:

- Communications Support Processor (CSP) Version 5.6a

- CSP Secure Messaging and Routing Terminal (SMART) Version 2.1 with the
CSP to DMS Addressing Component Version 1.1

- DMS Version 2.1.

Testing included requesting and receiving all formatted messages types from
CSP, CSP SMART, and DMS: performing all standard processing tasks; and exporting
formatted messages to all destination systems. AMHS V2.3.6 successfully exchanged
formatted messages with designated systems and archived them into its internal
database. Additionally, AMHS V2.3.6 performed these processes accurately, reliably,
and in sufficient time for operators to perform their mission.

The Joint Interoperability Test Command (JITC) collected initial interoperability
data of basic functional capabilities during Beta | (laboratory environment) testing at the
Joint Integration Test Facility, Air Force Research Laboratory, Rome, New York, from
12 through 16 June 2000. JITC collected interoperability data collection of performance
in a realistic setting during Beta I (operational environment) testing at the United States
Air Force 497th Intelligence Group, Bolling Air Force Base, District of Columbia, from 17
through 18 August 2000.

AMHS V2.3.6 meets all of its critical interoperability requirements and is certified
as interoperable for joint use. The Table below identifies the joint interface for AMHS
V2.3.6 and their interoperable certification status.

AMHS V2.3.6 Interface Interoperability Certification Status

INTERFACING SYSTEM VERSION : CRITICAL : STATUS | REMARKS
CSP | V5.6a i Yes Certified Met all interoperability criteria.
CSP SMART with CDAC V1.1 | V2.1 | No Certified Met all interoperability criteria.
OMS | V2.1 i No ! Certified | Met all interoperability criteria.
LEGEND:

CDAC - CSP to DMS Addressing Component DMS - Defense Message System
CSP - Communications Support Processor CSP SMART - CSP Secure Messaging and Routing Terminal
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SECTION | - INTRODUCTION

-1 BACKGROUND

a. The Automated Message Handling System (AMHS), a Department of
Defense Inteiligence Information System (DODIIS) intelligence mission application,
provides message- and text-handling services. AMHS receives ang disseminates
incoming messages; processes messages; archives messages in its database; searches
and retrieves messages from its database; and generates and transmits messages.

b. The DODIIS Management Board (DMB) requested Joint Interoperability
Test Command (JITC) support for testing and certifying the interoperability of DODIIS-
developed systems. These tests determine the interoperability of DODIIS systems with
other DODIIS, Joint, and Service systems. The resuits of interoperability testing will
assist the DMB in rendering a fielding decision.

c. To perform its mission, AMHS V2.3.6 receives and disseminates formatted
messages via Defense Message System (DMS) Transition Hub (DTH) (over Automated
Digital Network (AUTODIN)), DODIIS AUTODIN Bypass System (DABS) (over the Joint
Worldwide Intelligence Communications Network (JWICS)), Local Area Networks (LANSs),
and the SECRET Internet Protocol Router Network (SIPRNET). It interoperates with other
message-handling systems, such as:

- Communications Support Processor Version 5.6a (CSP V5.6a)

- CSP Secure Messaging and Routing Terminal Version 2.1 (CSP SMART V2.1)
with the CSP to DMS Addressing Component Version 1.1 (CDAC V1.1)

- DMS Version 2.1 (DMS V2.1).

d. AMHS V2.3 6, a software change to Version 2.3.5, adds the capability of
web-based Java and Hypertext Markup Language applications and DMS compatibility.
To ensure the software changes have not degraded the system'’s ability to interoperate
with other systems, JITC tested this version's formatted message exchange capabilities.

-2 PURPOSE. To determine the extent AMHS V2.3.6 can exchange formatted
messages via DTH (over AUTODIN), DABS (over JWICS), LANSs, and SIPRNET with
other message-handiing systems.



I-3 SCOPE

1-3.1 Overview

a. JITC collected initial interoperability data of basic functional capat ities
during Beta | (laboratory environment) testing at the Joint Integration Test Faci 1 Air
Force Research Laboratory, Rome, New York, from 12 through 16 June 2000. ,TC
collected interoperability data collection of performance in a realistic setting ¢ .ng Beta I
(operational environment) testing at the United States Air Force 497th Intelligence Group,
Bolling Air Force Base, District of Columbia, from 17 through 18 August 2000.

b. Figure I-1 depicts the AMHS V2.3.6 operational architecture. The AMHS
V2.3.6 architecture supports the exchange of formatted messages between interfacing
systems as described in the AMHS Concept of Operations. Table I-1 is the interface
requirements matrix for AMHS V2.3.6. Both the USAF 497th Intelligence Group (DODIIS
executive agent for AMHS) and the Electronic Systems Center (functional user's
representative for AMHS) approved the "CRITICAL" interface evaluation.

SCl
DTH

SIPRNET

- CSP SMART V2.1
with CDAC V1.1
LEGEND:
* Benotes Critical Interface
AMHS - Automateq Message Handling System DMS - Defense Message System
AUTODIN - Automated Digital Network DODIIS - Depanment of Defense Inteltigence Informanon System
CDAC - CSP to DMS Addressing Componenm DTH - DMS Transttion Hub
CSP - Communscations Suppon Processor JWICS - Joint Worldwide Intelligence Commurnications System
CSP SMART - CSP Secure Messaging LAN - Local Area Network
and Routing Terminal SC! - Sensttive Compartmented Informauon
DABS - DODIS AUTODIN Bypass System SIPRNET - SECRET Intemnet Protocol Router Network

Figure 1-1. AMHS v2.3.6 Operational Architecture



Table 1-1. AMHS V2.3.6 Interface Requirements Matrix

INTERFACING REQUIREMENT/ EXCHANGE INTERFACE | REQUIREMENTS CRITICAL
SYSTEM/VERSION CRITERIA METHOD DEVELOPED | DOCUMENT
. Receive and transmit DTH (via
CSP v5.6a l formatted messages ?VL:J?V?I:EJ)S)DCES Yes AMHS CONOPS Yes
i Receive and conven
: formatted messages
CSP SMART V2.1 to DMS formatted ‘
with COAC V1.1 | messages and LAN ves AMHS CONOPS No
! transmit DMS
| formatted messages
i Receive and transmut
DMS v2.1 DMS formatted ' LAN Yes* AMHS CONOPS No
messages

* DMS has not been aeployed to ail operational sites
LEGEND:
AMHS - Automated Message Handling System
AUTODIN - Automnatic Digital Network
CONOPS - Concept of Operations
CDAC - CSP to DMS Addressing Component
CSP - Communications Support Processor
CSP SMART - CSP Secure Messaging
and Routing Terminal
DABS - DODIIS AUTODIN Bypass System

1-3.2 Limitations.
except CSP SMART

. Additionally, DMS has not been accredited for SCI operations.

DMS - Defense Message System

DODIIS - Department of Defense Intelligence Information System
DTH - DMS Transition Hub

LAN - Local Area Network

JWICS - Joint Worldwide Intelligence Communications System
SCI - Sensitive Comparnment Information

SIPRNET - SECRET Internet Protoco! Router Network

All'interfaces were tested in an operationally realistic environment
V2.1 with CDAC V1.1 and DMS. CSP SMART V2.1 with CDAC

V1.1 and DMS was tested only at the JITF. However, the similarity of the JITF to an
actual DODIIS operational site mitigates this limitation. JITC was unable to test the CSP

SMART V2.1 with

CDAC V1.1 and DMS V2.1 interfaces at the USAF 497th IG

(operational environment) because the DMS SIPRNET node was not installed.
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SECTION Il - DETAILS OF TEST

14 FORMATTED MESSAGE EXCHANGE

11-1.1 Objective. To determine the extent AMHS V2.3.6 can exchange, archive, and
disseminate formatted messages via LAN, DTH (over AUTODIN), DABS (over JWICS),
and SIPRNET with interfacing systems having a message exchange function (see
Table I-1) using a serial and ethernet port connection.

[1-1.2 Criteria

a. Timeliness. AMHS V2.3.6 shall exchange formatted messages with
interfacing systems in sufficient time to allow operators to perform their mission.
(Operational use of similar systems suggests this time should be less than 1 minute.)

b. Reliability. AMHS V2.3.6 shall:
(1)  transmit DD 173 formatted messages.

(2)  receive, as a single section, all formatted messages up to 40,000
characters and concatenate all multi-section messages.

(3)  automatically archive incoming formatted messages into its
database.

(4)  disseminate all formatted messages according to specific operator-
determined preset profiles.

c. Accuracy. AMHS V2.3.6 shail:

(1) exchange all formatted messages with interfacing systems without
character errors that affect the readability of the message.

(2)  display all messages, including concatenated ones, without
errors/missing sections that affect the readability of the message.

d. Usability. AMHS V2.3.6 shall enable operators, without special
procedures, to:

(1) print received formatted messages and save them to files.

(2)  generate DD 173 formatted messages using user-defined
tempiates.

()  edit DD 173 formatted messages as they are being generated.

-1



[1-1.3 Test Procedures

a. Test Conduct. JITC used two test threads in testing AMHS V2.3 6.
Figure 1I-1 shows the AMHS V2.3.6 DABS/DTH thread formatted message exchange
test conduct schematic and Figure 1I-2 shows the AMHS V2.3.6 DMS thread formatted
message exchange test conduct schematic. It also describes the actions taken sy the
different systems. See Appendix B. Figures B-1 and B-2, for the test network diagrams.

CSP V5.6a

! STEP DESCRIPTION

i AMHS V2.3.6 user generates and transmats a 0D 173 formatted message from the
1a, 1b . AMHS workstaton through the AMHS server to CSP V5 .6a via a LAN using senal

! n.

CSP V5.6a converts the OD 173 to ether a DOI 103 (DSSCS) or JANAP 128
2a. 26 I (GENSER) formatted message and transmis i via DABS (over JIMCS) to a DABS
. uler,

| Formatied messages addressed to a non-DABS user are routed by a DABS CSP via

3a. 3b . AUTODIN to a OTH. The OTH routes the formatted messages via AUTODIN to the

| mmmmmmmamas usar via OTH (over
43 4b, 4c i AUTODIN). DTH transmss the formatted messages to a DABS CSP via AUTODIN.

he DAB P
|

IS
SP V3.6a receves formatied messages from DABS u sers via DABS (ove

CSP V5.6 recewves the formatted message from DABS and/or OTH and routes the
formatted message to the AMHS V2.3.6 server via a LAN using Serial and/or Ethemet

6a. 6b , connections. The AMHS V2.3.6 server concatenates ail sectioned messages and
| archives all g formatted ges nto its database. Formatted messages are
‘ _ihen dissemmated to the AMHS V2 3 § workstation according to user-defined profites.
LEGEND:
AMHS - AL M ge Hanaling Sy DO - DSSCS Operatng Instructions
AUTODIN - Automanc Digital Network OSSCS - Defense Scecial Secunty Commurucations System
CSP - Commurscatons Supoort Processor OTH - OMS Transiion Hub
DABS - DODIIS AUTODIN Bypass System GENSER - Generat Servics
DD - Defense Deoarmment JANAP - Jaant Arry, Navy, Air Force Publication
DOODIS - O % of Defe igence JWICS - Joint Wor Intsifigance C ucatons Sy
Informaton System LAN - Local Area Network

Figure Il-1. AMHS v2.3.6 DABS/DTH Thread Formatted Message Exchange
Test Conduct Schematic

-2




— - scl ———— - e ee——— e . . ——— o oo - —— o m— T
AMHS V2.3 5 AMHS V2.3 6

Server

Client

CDAC V1.1

P NUMBER STEP DESCRIPTION
OMS user generates ana transmits a DMS formatted message aadressed to an AMHS user
1a. 1b througn the OMS server via LAN to CSP SMART V2.1/CDAC V1.1. CDAC converts the X.400
m format it JANAP 128 m form
2 CSP SMART V2.1 the e via LAN to CSP V5 63
2a 3b . CSP V5.6a routes the message to the AMHS V2.3.6 server for gissemmnation to the AMHS
V2.3.6 workstation
AMHS V2.3 6 user generates and transmits a DD 173 formatted message to a DMS user
4a.40 _tht AMH: Vi P V!
5 CSP VS.6a converts the DD 173 to a JANAP 128 message format and routes # via LANto CSP
SMART V2 1/CDAC V1.1,
CDAC V1.1 converts the JANAP 128 formatted message to X.400 format. and CSP SMART
6a, 6b V2.1 routes the formatted message via LAN 1o the DMS server for dissemination to the DMS
workstation

LEGEND:

AMHS - AL M g6 Handing Sy CSP SMART - CSP Securs Messaging and Routing Terminal
CDAC - CSPto OMS Adaressing Comoanent JANAP - Jaint Army, Navy, Air Forcs Publicaton

CSP - Commurucanons Support Processor SCI - Sensitive Companmented Informaton

DMS - Defensa Message System

Figure Il-2. AMHS v2.3.6 DMS Thread Formatted Message Exchange
Test Conduct Schematic

b. Data Collection
(1) Criteria Related. The data collector:

- observed AMHS V2.3.6 exchanging formatted messages
with interfacing systems and documented observations on data collection forms.

- accessed the AMHS V2.3.6 database and ensured formatted
messages were archived correctly.

- accessed interfacing systems message logs and ensured
that all messages transmitted by AMHS V2.3.6 were received.

- displayed formatted messages, including concatenaed ones,
and checked them for errors that affected readability of the message.

- interviewed operators and documented their responses
concerning the system'’s timeliness and usability.

-3



(2) Supplemental Data. The data collector:

- recorded system hardware and software configurations for
the test site. '

- interviewed operators and documented their responses, to
include experience level.

- reviewed AMHS V2.3.6 technical documents and
interviewed program technical personnel.

1.4 Results. The results depicted are a combination of Beta | and Il test data.
During Beta | testing AMHS V2.3.6 used both serial and ethernet port connections. No
discernable differences in performance were observed.

a. Timeliness. Table II-1 shows the AMHS V2.3.6 timeliness results. There
was no significant difference between the average and maximum times. Operators
stated that AMHS V2.3.6 exchanged messages with interfacing systems in sufficient
time for them to complete their mission. The operators involved in the test had an
average of 6 years experience with AMHS and other message-handling systems.

Table il-1. AMHS V2.3.6 Formatted Message Exchange Timeliness Results

DABS/DTH THREAD*
AVERAGE
™ COMMS RX NUMBER OF SIZE OF MAXIMUM AND MEETS
SYSTEM PATH SYSTEM MESSAGES MESSAGES AVERAGE TIME TO TEST
l TRANSMITTED | (Thousand of RECEIVE {Seconds) CRITERIA
Characters)
' AMHS csp
v23g | AN V5.6a 85 1.000 ! Yes
| AMHS
CSPV56a |  LAN Vane 348 10,000 1 Yes
DMS THREAD*
AVERAGE MAXIMUM AND
™ COMMS RX NUMBER OF SIZE OF AVERAGE TIME TO MEETS
SYSTEM | P ATH SYSTEM MESSAGES MESSAGES RECEIVE (Seconds) TEST
‘ TRANSMITTED | (Thousand of With WiO Attach | CRITERIA
Characters) Attach
AMHS
V236 i LAN DMS V2.1 20 1,000 1 NA Yes
AMHS
DMS v2.1 ‘ LAN V236 28 1,000 1 1 Yes
" See Figures |I-1 and I1-2 for the threag description.
-EGEND:

AMHS - Automated Message Handling System
Attach - Attachments

AUTODIN - Automatic Digital Network

ZOMMS - Communications

DODIIS - Department of Defense Intelligence information System
DTH - DMS Transition Hub

LAN - Locat Area Network

NA - Not Applicable

>SP - Communications Support Processor RX - Receiving
JABS - DODIIS AUTODIN Bypass System TX - Transmitting
IMS - Defense Message System W/O - Without
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b. Reliability. Table II-2 shows the AMHS V2.3 6 reliability resuits.

Table ll-2. AMHS V2.3.6 Formatted Message Exchange Reliability Results

DABS/DTH THREAD®
: | ; ; ; NR OF NR AUTO NR
TX COMMS | NR ' MSG | ng RX I’ NR | SECT Cg:R ARCHIVED | DISSEM MTi.Es-g.s
SYS | PATH | TX . FORMAT | (Thow | SYS ‘ RX | ms | CORR INTO BY CRITERIA
| | ' i ' RX DATABASE | PROFILE
C;“?g, LN ! e , DD 173 i 1000 | \fssga , 65 | NA NA NA NA Yes
| { _LAN 313 | JANAP 128 | 2.000 (31371 13 13
| ! 100 + DOI 103 ; . 100 | 23 23
VCSS: | OABS D RAp 175 10.000 | AMHS |—= 7 7 446 446 Yes
.Ba . V2.3.6
DTH i 10 | DOI103 5.000 * 10 4 4
! ‘ I 0 | JANAP 128 1| ’ 0 0 4]
! DMS THREAD"
, ! NR AUTO NR
TX ! COMMS | NR | MsG | Sy | RX [ NR| NRRXWITH | ARCHNVES Dissem | MEETS
SYS | PATH | TX | FORMAT (Thou) | SYS | RX | ATTACHMENTS INTO BY CRITERIA
s | DATABASE | PROFILE
AMHS DMS
vase | AN 20 DD 173 1,000 ] Ty | 20 NA NA NA Yes
DMS | | AMHS
v21 | AN | 28 X.400 1,000 !st's 28 5 28 28 Yes

* See Figures -1 and II-2 for the threaga descrniption.

LEGEND:

AMHS - Automated Message Handling System

AUTO - Automatically

AUTODIN - Automatic Digital Network

AVG - Average

COMMS - Communications

CONC - Concatenated

CORR - Correctly

CSP - Communications Suppon Processor

DABS - DODIIS AUTODIN Bypass System

DD - Defense Depantment

DISSEM - Disseminated

DMS - Defense Message System

DODIIS - Department of Defense intelligence
Informavon System

DOI - Defense Special Security Communications System

Operating instructions
DTH - DMS transition Hub

JANAP - Joint Army, Navy, Air Force Publication

JITF - Joint Integration Test Facility
LAN - Local Area Network

MSG - Message

NA - Not Applicable

NR - Number

RX - Receiving/Received

SECT - Sectioned

SYS - System

Thou - Thousand of Characters

TX - Transmitting/Transmitted

-5



c.

Table II-3. AMHS V2.3.6 Formatted Message Exchange Accuracy Results

Accuracy. Table II-3 shows the AMHS V2.3.6 accuracy results.

DABS/OTH THREAD*
NUMBER OF NUMBER OF ’,ﬁggi’;gg
SYS PATH ip. ¢ FORMAT CONCATENATED CRITERIA !
Wi With wio With wio With |
Errors Errors Errors Errors Errors Errors :
AMHS CSP :
V236 LAN 65 DD 173 Ve ba 65 0 65 0 NA NA Yes
AN | 313 | JANAP 128 313 0 313 0 13 0
100 | DOI 103 100 0 100 0 23 0
\5:55: ' DABS 1T JANAP 128 C;’";g 73 0 23 0 7 ) Yes
. OTH 10 porios | <> 10 0 10 0 4 0
0 | JANAP 128 | 0 0 0 0 0 0
DMS THREAD* |
NUMBER OF NUMBER OF ';;,’E'ggi'ésos':
SYS PATH TX FORMAT CONCATENATED CRITERIA ;
wio With wio With wio With
Errors Errors Errors Errors Errors Errors
AMHS DMS 0 0 NA NA
V236 LAN 20 DD 173 V2.1 ' 20 5 20 5 A A Yes
DMS X400 AMHS 0 0 NA NA
V2.1 LAN 28 X400 V2.3.6 28 0 28 0 NA NA Yes
* See Figures Il-1 and Ii-2 for the thread description.

LEGEND:

AMHS - Automated Message Handling System

AUTODIN - Automatic Digital Network

COMMS - Communications

CSP - Communications Support Processor

DABS - DODI!IS AUTODIN Bypass System

DD - Defense Departnent

DMS - Defense Message System

DODIIS - Department of Defense Intelligence
information System

DOl - Defense Special Security Communications
System Operating Instructions

i-6

DTH - DMS transition Hub

JANAP - Joint Army, Navy, Air Force Publication
JITF - Joint Integration Test Facility

LAN - Local Area Network
MSG - Message

NA - Not Appiicable

NR - Number

RX - Receiving

SYS - System

TX - Transmitting

WI/O - Without



d.

Usability. Table |14 shows the AMHS V2.3 5 usability resuits.

Table ll4. AMHS V2.3.6 Formatted Message Exchange Usability Results

DABS/DTH THREAD*
’ L NUMBER OF MESSAGES

™ | comms RX | Printed | Saved Generated with | Edited While | Requiring MEETS

SYS | PATH SYs ! Templates Generating | Special TEST
| | Suc | Unsuc | sac | swc | U Suc | Unoe | Procedures | CRITERIA
uc | Unsuc ; Suc | Unsuc uc nsuc uc nsuc | o Exchange
AMHS CSP !
V236 LAN V5.6a NA NA l 65 , 0 65 0 65 0 0 Yes
cspP LAN AMHS 14 8] i 108 | 0 0
V5.6a }-_D_AB—S_T V236 [735 0 1680 1 0 NA | NA NA | NA 0 ves
DMS THREAD*
NUMBER OF MESSAGES MEETS
. | Generated with | Edited While Requiring
STYxS CPO Ahqu:s SRYXS Printed | Saved Templates Generating Special TEST
Suc | Unsuc { Suc ' Unsuc Suc J Unsuc Suc | Unsuc Procedures CRITERIA
l | to Exchange
AMHS DMS | 0 | o0 0 0 0
V236 | WAN vai | Na | Na | NA | na 5 0 5 0 3 Yes
oMs | N sl e | o ] 2| o NA| NA | NA| Na 0 Yes
* See Figures 1l-1 ana lI-2 for the threag descnption.
LEGEND:

AMHS - Automated Message Handling System
AUTODIN - Automatic Digitai Network
COMMS - Communications

CSP - Communications Support Processor
DABS - DODIIS AUTODIN Bypass System
DMS - Defense Message System

DODIIS - Department of Defense Intelligence Information System
DTH - DMS transition Hub

LAN - Local Area Network
NA - Not Applicable

RX - Receiving

SYS - System

Suc - Successful

TX - Transmitting

Unsuc - Unsuccessful

II-1.5 Analysis and Discussion

Timeliness. AMHS V2.3.6 met all message exchange timeliness criteria.
b. Accuracy. AMHS V2.3.6 met all message exchange accuracy criteria.
Reliability. AMHS V2.3.6 met all message exchange reliability criteria.

Usability. AMHS V2.3.6 met all message exchange usability criteria.

11-1.6 Conclusion

a. AMHS V2.3.6 can exchange, process, archive, retrieve, and disseminate
DD 173, DOI 103, JANAP 128, and Microsoft Outlook (X.400) formatted messages.

AMHS V2.3.6 can exchange formatted messages via DABS (over JWICS), DTH (over
AUTODIN), and LANS to other message-handling systems such as:

- CSP V5.6a

- CSP SMART V2.1 with CDAC V1.1
-DMS v2.1.

n-7




b. Table 1I-5 is the interface certification status for AMHS V2.3.6.

Table II-5. AMHS V2.3.6 Interface Certification Status

DMS formatted messages

messages to AMHS V2.3.6
via CSP SMART V2.1 with
CDAC V1.1, Al messages
exchanged consisted of
short ASCII text files only.

lg;g?:g?:jg . REQUIREMENT/ | CRITICAL TEST RESULTS OPERATIONAL | INTERFACE
VERS! : CRITERIA ' INTERFACE IMPACT STATUS
ON
| Recewve and transmit ; CPS V5.6a could receve A
CSP Vs.6a , i Yes and transmit ail formatted None Certified
| formatted messages , messages.
CSP SMART V2.1 received
Receive and convert and transmitted all formatted
formatted messages to messages from CSP V5.6a.
Cj:;, Z%QZTV\:Z{ ! OMS formatted messages No CDAC V1.1 converted all None Certified
’ and transmit DMS formatted messages to DMS
formatted messages formatted messages and
vice verse.
i DMS recewved all formatted
messages from AMHS
V2.3.6 via CSP V5.6a, CSP
SMART V2.1 with CDAC
Receive and transmit V1.1, DMS transmitted ) 4
DMS v2.1 | hece No X.400 (MS Outlook e-mail) None Certified

LEGEND:

AMHS - Automated Message Handling System

ASC!l - American Standard Coded information
Interchange

CDAC - CSP to DMS Addressing Component

CSP - Communications Support Processor

CSP SMART - CSP Secure Messa

DMS - Defense Message System
MS - Microsoft
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AFB

AlS
AMHS
Attach
AUTODIN
AVG

C3l

C4l

CDAC
CJCsi
CONC
CONOPS
CORR

CSE

CsP

CSP SMART

DABS
DD
DEC
DExA
DIA
DISSEM
DMB
DMS
DOD
DODIIs
DOl

DSA
DSSCsS
DTH

EQ
GENSER

HP

APPENDIX A

ACRONYMS

Air Force Base

Automated Information System
Automated Message Handling System
Attachments

Automatic Digital Network

Average

Command, Control, Communications, and Intelligence
Command, Controil, Communications, Computers, and Intelligence
CSP to DMS Addressing Component

Chairman of the Joint Chiefs of Staff Instruction
Concatenated

Concept of Operations

Correctly

Client Server Environment

Communications Support Processor

Communications Support Processor Secure Messaging and
Routing Terminal

DODIIS AUTODIN Bypass System

Defense Department

Digital Equipment Corporation

DODIIS Executive Agent

Defense Intelligence Agency

Disseminated

DODIIS Management Board

Defense Message System

Department of Defense

Department of Defense Intelligence Information System
Defense Special Security Communications System Operating
Instructions

Directory Server Agent

Defense Special Security Communications System
DMS Transition Hub

Equipment
General Service

Hewlett-Packard
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IMA

JANAP
JIEO
JITC
JITF
JWICS

LAN

MAIS
MDAP
MOS
MSG
MTA

NA
NIPRNET
NR
NT

0s
RX

SCI
SECT
SIMO
SIPRNET
Suc

SYS

T&E
Thou
X

Unsuc
USAF

VMS

W/O

Intelligence Mission Application

Joint Army, Navy, Air Force Publication

Joint Interoperability and Engineering Organization
Joint Interoperability Test Command

Joint Integration Test Facility

Joint Worldwide Intelligence Communications System

Local Area Network

Major Automated Information System

Mandatory Procedures for Major Defense Acquisition Programs
Military Occupation Specialty

Message

Message Transfer Agent

Not Applicable

Unclassified but Sensitive Internet Protocol Router Network
Number

New Technology

Operating System

Receiving/Received

Sensitive Compartmented Information
Sectioned

Systems Integration and Management Office
SECRET Internet Protocol Router Network
Successful

System

Test and Evaluation

Thousand of Characters
Transmitting/Transmitted

Unsuccessful
United States Air Force

Virtual Memory System

Without
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APPENDIX B

TEST RESOURCES AND EQUIPMENT DESCRIPTIONS

B-1  TEST SITES AND FACILITIES. The Joint Interoperability Test Command (JITC)
collected initial interoperability data of basic functional capabilities during Beta |
(laboratory environment) testing at the Joint Integration Test Facility, Air Force
Research Laboratory, Rome, New York, from 12 through 16 June 2000. JITC collected
interoperability data collection of performance in a realistic setting during Beta li
(operational environment) testing at the United States Air Force 497th Intelligence
Group (IG), Bolling Air Force Base, District of Columbia, from 17 through 18 August
2000. Figures B-1 and B-2 show the JITF and USAF 470th |G test networks,
respectively.

JITF 10/100 Base-T LAN

DMS v2.1
EQ: DUNN Pentium
2100 Alpha
OS: Windows NT 4.0

AMHS V2.3.6 Client - CSPVS6a
05 Windmme NT£0 EQ: SUN Enterprse 250 '
- 0S: Solars V2.6 & =m]

AMHS V2 3.6 Server

EQ: Digital UNIX
2100 Alpha
OS: Digital UNIX 4.0d
- V1.4.03 ’
———, == 4
AMHS V2.3.6 Client S ST V2.
EQ: SUN Uttra 2 EQ: SUN SPARC 5
OS: Sclaris V2.6 0S: Solaris V2.6
CSE: 1.403 ) .
DMS MTA DMS DSA
EQ: DUNN Pentium EQ: HP 9000
OS: Windows NT 4.0 OS:HPUNIX
LEGEND: H
AMHS - Automated Message Handling System EQ - Equipment
CDAC - CSP to DMS Addressing Component HP - Hewlett-Packard
CSE - Client Server Environment JITF - Joint Integrated Test Facility
CSP - Communications Support Processor LAN - Locat Area Network
CSP SMART - CSP Secure Messaging MTA - Message Transfer Agent
and Routing Terminat NT - New Technology NOTE:
DMS - Defense Message System OS - Operat stem
DSA-Di:eauys,szemAg;u haS “+—> Ethemet Connection (LAN)
- ¥ Serial Connection (point to
point)

Figure B-1. JITF AMHS V2.3.6 Test Network
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USAF 457th IG 10-MB Ethemet LAN ~———— - I —

AMHS v23. \
EQ: Gateway £4200 —

OS: Windows NT 4.0

I AUTODIN

JWICS

AMHS V2.3.6 Server CSP V5.6a
EQ: Digital UNIX EQ: DEC 3000
2100 Alpha OS: OpenvMs

OS: Digital UNIX 4.04

/T

AMHS V2.3.8

Workstation
EQ: SUN Uttra 2
OS: Solans v2.6
CSE:1.40.2
LEGEND:
AMHS - Automated Message Handling System IG - Inteiligence Group
AUTODIN - Automatic Digital Network JWICS - Joint Woridwice Intelligence
CSE - Client Server Environment Communications System
CSP - Communications Supporn Processor LAN - Local Area Network
DABS - DODIIS AUTODIN Bypass System MB - Megabyte
DEC - Digital Equipment Corporation NT - New Technology NOTE:
DOOIIS - Department of Defense inteiligence OS - Operating System
Information System USAF - United States Air Force 4= Ethemet Connection (LAN)
DTH - DMS Transition Hub VMS - Virtual Memory System
EQ - Equipmem

Figure B-2. USAF 497th IG AMHS V2.3.6 Test Network
B-2 TEST EQUIPMENT. No special test equipment was required.

B-3 CIRCUIT REQUIREMENTS. The JITF and 497" IG provided all required
connectivity.

B4 PERSONNEL REQUIREMENTS

Function Quantity Source
Test Director/Conductor 1 JITC
Data Collector 1 JITC
Operators 2 497th IGUITF

AMHS Program Office
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B-5 SYSTEM DESCRIPTIONS

a. Automated Message Handling System (AMHS). AMHS, a Department
of Defense Intelligence Information System (DODIIS) intelligence mission application,
provides message- and text-handling services. AMHS receives and disseminates
incoming messages: processes messages for the Defense Message System Transition
Hub (DTH), DODIIS Automatic Digital Network (AUTODIN) Bypass System (DABS),
and wire services: archives messages in its database; searches and retrieves
messages from its database: and generates and transmits messages. AMHS provides
connectivity to and interoperability with other Government agencies, allies, tactical
users, defense contractors. and other approved activities external to the Defense

Message System (DMS) community through the Communications Support Processor
(CSP).

b. Communications Support Processor (CSP). CSP is a secure message
processing system that provides trusted handling of Secret and below and Sensitive
Compartmented Information (SCI) AUTODIN and DODIIS AUTODIN Bypass System
(DABS) traffic. CSP has been accredited for Multi-level Secure mode of operation for
fixed-based and tactical communications. CSP provides protocol normalization,
message format nomalization, format conversion, and redundant security measures.

c. Communications Support Processor Secure Messaging and Routing
Terminal (CSP SMART). CSP SMART, a compact version of CSP, provides the same
functionality as CSP. CSP SMART is a message-handling system that expands the
classified messaging community's access to Local Area Networks (LANs), SECRET
Internet Protocol Router Network (SIPRNET), Unclassified but Sensitive Internet
Protocol Router Network (NIPRNET), Joint Worldwide Intelligence Communications
System (JWICS), e-mail, and browser resources. Additionally, CSP SMART provides a

DMS migration path by providing a communications bridge between AUTODIN and
DMS.

d. CSP to DMS Addressing Component (CDAC). CDAC is a new
component of CSP that facilities messaging between DMS, AUTODIN, and the CSP
backside systems. CDAC converts AUTODIN and DMS formatted messages to the
format required by the receiving system. CDAC can be either a coresident process with
the CSP application or on a separate server. CDAC was initially designed to support
the intelligence community for both the Defense Special Security Communications
System (DSSCS) and General Service (GENSER) communications, but the technology
is being extended to support military operations and combat support unit domains.

e. Defense Message System (DMS). DMS is based on commercial
products and is a constantly evolving system. DMS is structured to provide an inter-
operable, seamless, and secure writer-to-reader electronic messaging system for both
organizational and individual users in the Department of Defense (DOD). DMS replaces
AUTODIN and merges existing and planned organizational electronic messaging and
individual e-mail solutions for the DOD into a single messaging system.
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